FOUR SWANNES PRIMARY SCHOOL
MOBILE PHONES, SMART DEVICES AND GPS TRACKERS POLICY
Supporting safeguarding, wellbeing and effective learning through a mobile phone-free environment
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[bookmark: _Toc239843411]Policy Statement
Four Swannes Primary School is committed to providing a safe, secure, inclusive and distraction-free environment in which all pupils can learn effectively, develop positive relationships and achieve their full potential.
The school recognises that mobile phones, communication-enabled smartwatches and other personal smart devices have become a significant part of everyday life. Whilst these technologies can provide benefits outside school, unrestricted access during the school day may adversely affect learning, behaviour, wellbeing and safeguarding.
Four Swannes therefore operates as a mobile phone-free and smart device-free environment throughout the school day. The school believes that pupils benefit from an environment which encourages concentration, active participation in learning, positive social interaction and healthy relationships without the distraction or potential risks associated with personal communication devices.
This policy supports the school's wider commitment to:
· Safeguarding and promoting the welfare of children.
· Maintaining high standards of behaviour.
· Protecting privacy and confidentiality.
· Supporting mental health and wellbeing.
· Reducing opportunities for online harm.
· Promoting respectful relationships.
· Creating calm, focused and purposeful learning environments.
This policy forms part of the school's wider safeguarding and behaviour framework and should be read alongside related policies referenced throughout this document.
[bookmark: _Toc239843412]Aims
The aims of this policy are to:
· Maintain a safe and secure learning environment.
· Promote pupil wellbeing and positive relationships.
· Minimise distractions to teaching and learning.
· Protect pupils from online harms and inappropriate communication.
· Reduce opportunities for cyberbullying and peer-on-peer abuse.
· Protect the privacy and dignity of pupils, staff and visitors.
· Clarify expectations regarding mobile phones, smart devices and GPS trackers.
· Ensure consistency in the management of personal technology across the school.
· Support compliance with safeguarding responsibilities and national expectations.
· Help parents and carers understand the school's approach to personal devices.
The school seeks to establish a culture in which pupils focus on learning, participate fully in school life and build healthy social relationships through direct interaction rather than reliance on digital communication.
[bookmark: _Toc239843413]Scope
This policy applies to all pupils attending Four Swannes Primary School.
The policy covers:
· Mobile phones and smartphones.
· Smartwatches and wearable technology.
· Tablets.
· Internet-enabled devices.
· Personal communication devices.
· Devices capable of photography.
· Devices capable of audio recording.
· Devices capable of video recording.
· GPS tracking devices.
· Any other personal electronic device with similar functionality.
The policy applies:
· During the school day.
· Before-school provision operated by the school.
· After-school provision operated by the school.
· Educational visits.
· Sporting activities.
· Residential visits.
· Any occasion where pupils remain under the supervision of school staff.
Where a device possesses both permitted and prohibited functions, the school will assess the device according to its full capabilities rather than its primary purpose.
The Headteacher reserves the right to determine whether any device falls within the scope of this policy.
[bookmark: _Toc239843414]Mobile Phones and Smart Devices
Four Swannes Primary School operates a mobile phone-free environment.
Pupils are not permitted to access mobile phones or communication-enabled smart devices during the school day.
The school has adopted this approach because such devices may:
· Disrupt learning.
· Affect concentration.
· Encourage dependency upon digital communication.
· Enable access to inappropriate online content.
· Facilitate cyberbullying.
· Create safeguarding risks.
· Enable unauthorised communication.
· Compromise privacy.
· Increase opportunities for inappropriate photography or recording.
For the purposes of this policy, prohibited devices include any device capable of:
· Making or receiving calls.
· Sending or receiving messages.
· Internet access.
· Social media access.
· Photography.
· Audio recording.
· Video recording.
· Receiving notifications.
· Sharing content electronically.
· Remote monitoring.
Any device capable of communicating with a pupil, transmitting information, facilitating internet access, storing images or enabling remote monitoring will be treated as a prohibited device.
Bringing Mobile Phones to School
The school recognises that some pupils may need to bring a mobile phone for safety purposes when travelling independently to and from school.
Where this applies:
· Parents or carers should notify the school.
· The phone must be switched off before entering the school site.
· The phone must be handed to the school office immediately upon arrival.
· The device must remain inaccessible throughout the school day.
· The phone will be returned at the end of the school day.
Failure to comply with these arrangements may result in permission to bring a phone onto the school site being withdrawn.

[bookmark: _Toc239843415]Smartwatches and Wearable Technology
Many smartwatches now possess functionality similar to a mobile phone.
Such devices may be capable of:
· Calling.
· Messaging.
· Internet access.
· Receiving notifications.
· Photography.
· Audio recording.
· Video recording.
· Social media access.
· Location sharing.
These functions create many of the same concerns as mobile phones and may negatively affect learning, concentration, behaviour and safeguarding.
For this reason, Four Swannes treats communication-enabled smartwatches in the same manner as mobile phones.
The following are not permitted:
· Communication-enabled smartwatches.
· Smartwatches with internet access.
· Devices capable of recording audio.
· Devices capable of taking photographs.
· Devices capable of recording video.
· Devices capable of social media access.
Pupils may wear:
· Analogue watches.
· Digital watches that provide time-only functions.
Where there is uncertainty regarding a device's capabilities, the school reserves the right to request further information from parents and carers.

[bookmark: _Toc239843416]GPS Tracking Devices
Four Swannes recognises that some parents and carers wish to use GPS tracking technology to provide reassurance when children travel to and from school.
The school therefore permits passive GPS tracking devices subject to the conditions outlined within this policy.
Permitted Devices
A permitted GPS tracker must:
· Provide location information only.
· Have no communication capability.
· Have no internet capability.
· Have no messaging function.
· Have no social media functionality.
· Have no recording function.
· Have no remote listening capability.
· Not distract the pupil from learning.
· Not interfere with school activities.
Examples may include:
· AirTag-type devices.
· Tile-type devices.
· Other passive location-only tracking devices.
Prohibited Devices
The following are not permitted:
· Devices capable of making calls.
· Devices capable of receiving calls.
· Devices capable of messaging.
· Devices capable of internet access.
· Devices capable of recording audio.
· Devices capable of recording video.
· Devices capable of remote listening.
· Devices capable of remote monitoring.
Any device combining tracking functions with communication, internet or recording capability will be treated as a prohibited smart device.
School Expectations Regarding Trackers
The school will not:
· Monitor tracking devices.
· Manage tracking accounts.
· Access tracking applications.
· Troubleshoot devices.
· Locate devices.
· Provide tracking information to parents or carers.
Parents should note that GPS signals may not always operate accurately within school buildings.

[bookmark: _Toc239843417]Storage, Security, Loss and Damage
Four Swannes acknowledges that some parents and carers may choose to provide a child with a mobile phone or GPS tracking device.
All personal devices brought onto the school site remain the responsibility of the pupil and their family.
Whilst the school will take reasonable steps to store authorised devices securely, Four Swannes accepts no responsibility for:
· Loss.
· Theft.
· Damage.
· Malfunction.
· Battery failure.
· Connectivity issues.
· Failure of GPS services.
All devices are brought onto the school site entirely at the owner's risk.
The school strongly discourages pupils from bringing expensive personal technology onto the school site unless there is a clear and agreed reason for doing so.

[bookmark: _Toc239843418]Photography, Audio and Video Recording
Four Swannes is committed to protecting the privacy, dignity and safety of all members of the school community.
Pupils must not use personal devices to:
· Photograph pupils, staff or visitors.
· Record video footage.
· Record audio conversations.
· Create digital content involving members of the school community.
· Share images or recordings.
Unauthorised recording may:
· Breach privacy expectations.
· Cause distress.
· Compromise safeguarding arrangements.
· Contribute to bullying or harassment.
· Create significant safeguarding concerns.
Unauthorised photography, audio recording or video recording may result in sanctions and, where necessary, safeguarding procedures being followed.

[bookmark: _Toc239843419]Responsibilities of Pupils
Pupils are expected to:
· Comply with this policy at all times.
· Follow staff instructions regarding personal devices.
· Hand mobile phones to the school office where permission has been granted.
· Respect the privacy and wellbeing of others.
· Use technology responsibly.
Pupils must not:
· Access prohibited devices during the school day.
· Attempt to conceal devices.
· Circumvent school procedures.
· Use devices to communicate during the school day.
· Record others without permission.
[bookmark: _Toc239843420]Responsibilities of Parents and Carers
Parents and carers are expected to:
· Familiarise themselves with this policy.
· Support the school's implementation of the policy.
· Ensure that any device brought to school complies fully with requirements.
· Ensure GPS trackers are passive location-only devices.
· Discuss concerns with the school where exceptional arrangements may be required.
Parents and carers should note that:
· Four Swannes is a mobile phone-free environment.
· Staff do not monitor tracking devices.
· GPS technology may not always operate reliably within buildings.
[bookmark: _Toc239843421]Personal devices remain the owner's responsibility.
[bookmark: _Toc239843422]Responsibilities of Staff
All staff are expected to:
· Implement this policy fairly and consistently.
· Challenge unauthorised device use.
· Report safeguarding concerns.
· Follow agreed procedures where a breach occurs.
· Promote understanding of school expectations.
Staff are not expected to:
· Monitor GPS trackers.
· Access parental tracking systems.
· Troubleshoot personal devices.
· Locate personal devices.
Where safeguarding concerns arise, staff must follow the school's safeguarding procedures and seek guidance from the Designated Safeguarding Lead.
[bookmark: _Toc239843423]Breaches of this Policy
The majority of pupils are expected to comply willingly with this policy.
Where a breach occurs, the school will respond proportionately.
Breaches may include:
· Bringing a prohibited device into school.
· Accessing a mobile phone during the school day.
· Wearing an unauthorised smartwatch.
· Taking photographs or recordings.
· Using internet-enabled devices.
· Refusing staff instructions regarding a device.
Possible consequences include:
· Confiscation of the device.
· Contact with parents or carers.
· Collection of the device by a parent or carer.
· Withdrawal of permission to bring devices into school.
· Behaviour sanctions.
Misuse involving recording, communication or safeguarding concerns may be treated as a serious incident.
[bookmark: _Toc239843424]Reasonable Adjustments
Four Swannes Primary School is committed to ensuring that all pupils can participate fully in school life and that the implementation of this policy does not place pupils with protected characteristics at a disadvantage.
The school recognises that some pupils may have individual needs arising from:
· A disability.
· A medical condition.
· A safeguarding requirement.
· Special Educational Needs (SEN).
· An Education, Health and Care Plan (EHCP).
· Advice provided by medical or educational professionals.
Where the school is made aware of circumstances that may require adjustments to the normal application of this policy, these will be considered on an individual basis.
Any request for an exception or adjustment should be discussed with the Headteacher or a member of the Senior Leadership Team. The school may seek advice from relevant professionals before making a decision.
Any agreed adjustment will:
· Be proportionate and appropriate.
· Take account of safeguarding requirements.
· Support the educational and welfare needs of the pupil.
· Be documented by the school.
· Be reviewed regularly to ensure that it remains appropriate.
Four Swannes Primary School recognises its duties under the Equality Act 2010 and associated guidance. The school will work collaboratively with parents, carers and relevant professionals to ensure that any agreed adjustment is appropriate, proportionate and consistent with safeguarding requirements and the effective operation of the school.
The Headteacher reserves the right to determine whether an adjustment is necessary and the form that adjustment should take.
[bookmark: _Toc239843425]Related Policies
This policy forms part of the school's wider safeguarding, behaviour and wellbeing framework and should be read alongside the following documents:
· Child Protection and Safeguarding Policy.
· Behaviour Policy.
· Online Safety Policy.
· Acceptable Use Policy.
· Data Protection Policy.
· Educational Visits Policy.
· Staff Code of Conduct.
· Anti-Bullying Policy.
The implementation of this policy should be consistent with the expectations and procedures contained within these documents.
Where safeguarding concerns arise in relation to a mobile phone, smart device or GPS tracker, the school's Child Protection and Safeguarding Policy will take precedence.
Where there is any conflict between this policy and safeguarding requirements, statutory safeguarding guidance and the school's safeguarding procedures will take precedence.
[bookmark: _Toc239843426]Policy Rationale
Four Swannes Primary School believes that pupils achieve their best when they are able to focus fully on learning and positive social interaction.
Research and national guidance have highlighted increasing concerns regarding the impact of mobile phones and internet-enabled devices on concentration, behaviour, wellbeing and safeguarding. The school recognises that unrestricted access to personal technology may:
· Interrupt learning.
· Reduce attention and concentration.
· Increase opportunities for cyberbullying.
· Enable access to age-inappropriate content.
· Create safeguarding and privacy concerns.
· Contribute to social pressures associated with online communication.
Four Swannes believes that a mobile phone-free environment:
· Promotes engagement in learning.
· Supports healthy face-to-face relationships.
· Encourages positive play and social interaction.
· Reduces distractions.
· Supports pupil wellbeing.
· Strengthens safeguarding arrangements.
The school also recognises that some families find reassurance in the use of location-tracking technology. This policy therefore permits passive GPS tracking devices where they provide location information only and do not create safeguarding risks through communication, monitoring or recording functions.
This approach seeks to balance parental reassurance with the school's responsibility to safeguard pupils and maintain effective learning environments.
Four Swannes recognises that technology will continue to evolve and that emerging technologies may create new opportunities as well as new safeguarding challenges. The school will therefore review this policy regularly to ensure that it remains effective, proportionate and consistent with current guidance and best practice.
[bookmark: _Toc239843427]Equality Impact Statement
Four Swannes Primary School will implement this policy in accordance with the Equality Act 2010.
The school will ensure that pupils are treated fairly, consistently and without discrimination.
Reasonable adjustments may be considered where individual circumstances require them, including circumstances relating to:
· Disability.
· Medical needs.
· Special Educational Needs.
· Safeguarding requirements.
The school will seek to ensure that this policy promotes equality of opportunity and supports the wellbeing of all pupils.
The Governing Body will have due regard to the Public Sector Equality Duty when reviewing and implementing this policy.
[bookmark: _Toc239843428]Monitoring and Review
The implementation of this policy will be monitored by the Headteacher and Senior Leadership Team.
The effectiveness of the policy will be evaluated through:
· Behaviour monitoring.
· Safeguarding monitoring.
· Feedback from pupils.
· Feedback from parents and carers.
· Staff feedback.
· Governor oversight.
The Headteacher and Senior Leadership Team will also monitor:
· Compliance with the policy.
· Trends in device-related incidents.
· Safeguarding concerns involving personal technology.
· Emerging risks associated with developing technologies.
· The effectiveness of school procedures regarding permitted devices.
The policy will be reviewed annually by the Governing Body, or sooner where:
· Legislation changes.
· Department for Education guidance changes.
· Safeguarding requirements change.
· School circumstances require revision.
[bookmark: _Toc239843429]References and Further Guidance
This policy has been developed with reference to the following statutory and non-statutory guidance.
[bookmark: _Toc239843430]Department for Education
[bookmark: _Toc239843431]Mobile Phones in Schools (Statutory Guidance, 2026)
https://www.gov.uk/government/publications/mobile-phones-in-schools
This guidance establishes the expectation that schools should operate as mobile phone-free environments and should have policies governing mobile phones and similar smart technologies throughout the school day. [gov.uk], [gov.uk]
[bookmark: _Toc239843432]Keeping Children Safe in Education 2026 (KCSIE)
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
This statutory guidance establishes safeguarding responsibilities for schools and colleges and provides the framework within which decisions relating to personal technology and online safety should be considered. [assets.pub...ice.gov.uk], [gov.uk]
[bookmark: _Toc239843433]Behaviour in Schools
https://www.gov.uk/government/publications/behaviour-in-schools--2
This guidance supports schools in creating calm, safe and supportive environments that enable pupils to learn effectively and outlines expectations regarding behaviour policies. [thegrid.org.uk], [gov.uk]
[bookmark: _Toc239843434]Searching, Screening and Confiscation
https://www.gov.uk/government/publications/searching-screening-and-confiscation
This guidance outlines the powers available to schools regarding prohibited items and confiscation procedures. [thegrid.org.uk]
[bookmark: _Toc239843435]Hertfordshire Guidance
[bookmark: _Toc239843436]Hertfordshire Grid for Learning (HGfL/HFL Education) Behaviour Guidance
https://thegrid.org.uk/wellbeing/behaviour/policies-and-guidance
[bookmark: _Toc239843437]Hertfordshire Grid for Learning Model and Statutory Policies Guidance
https://thegrid.org.uk/leadership-and-management/model-and-statutory-policies
Staff and governors should ensure that they remain aware of future changes to statutory guidance and national expectations regarding mobile phone use in schools. [thegrid.org.uk], [thegrid.org.uk]
[bookmark: _Toc239843440]Parent Summary
[bookmark: _Toc239843441]Mobile Phones, Smart Devices and GPS Trackers
Four Swannes Primary School operates as a mobile phone-free and smart device-free environment throughout the school day.
[bookmark: _Toc239843442]Devices Not Permitted for Pupil Use During the School Day
The following devices are not permitted:
❌ Mobile phones
❌ Smartphones
❌ Smartwatches with communication capability
❌ Internet-enabled devices
❌ Social media-enabled devices
❌ Messaging devices
❌ Audio recording devices
❌ Video recording devices
❌ Photography-enabled devices
[bookmark: _Toc239843443]Mobile Phones for Travel Purposes
Where a mobile phone is required for travel safety:
✅ It must be switched off before entering the school site.
✅ It must be handed to the school office immediately on arrival.
✅ It remains inaccessible during the school day.
✅ It is returned at the end of the school day.
[bookmark: _Toc239843444]GPS Trackers
Four Swannes permits passive GPS tracking devices only.
Permitted Devices
✅ Provide location information only.
✅ Do not require staff to monitor or manage them.
✅ Do not interfere with learning.
Not Permitted
❌ Phone calls.
❌ Messaging.
❌ Internet access.
❌ Social media access.
❌ Audio recording.
❌ Video recording.
❌ Remote listening or monitoring.
[bookmark: _Toc239843445]Important Information for Parents and Carers
· Personal devices are brought to school entirely at the owner's risk.
· Four Swannes accepts no responsibility for loss, theft or damage.
· Staff cannot monitor or manage tracking devices.
· GPS signals may not always operate accurately within buildings.
Parents and carers are encouraged to discuss any concerns regarding personal devices with the school before a device is brought onto the site.
This summary is intended to provide a quick reference guide for parents and carers. The full policy should be consulted for complete details and procedures.
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